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EVOTE LGG: Logging and Audit System
EVOTE IDC: Intrusion Detection Cockpit

“Logging” vs. Audit System

Conventional e-voting or other security-related
systems offer classical logging, whether in files or
in a (maybe encrypted) database table. This
however does not enable fast, real-time search
and auditing capabilities as they are needed in an
election environment.

Benefits

Customisability: LGG can be adapted to your

needs by offering a large number of possible
logging points and enabling administrators to
choose which points to enable. Some sensitive
logging events however may not be deselected.

Encryption and Data Integrity: All logging entries
are of course encrypted, in addition, the integrity of
each log record and of the log as a whole is
maintained by checking values (SHA-1 hash)
which are checked when the log is accessed.

Multi-dimensional Structure: The log entries are
stored in a multi-dimensional cube structure, which
enables fast and specific search capabilities, e.qg.:

“all log entries for a certain constituency”, “all log

entries for a certain voter”, “all system alarms”.

Hl List logging entries
List logging entries  Help

EVOTE LGG offers a comprehensive auditing
system that is structured as a multi-dimensional
data warehouse to enable fast and to-the-point
access to the relevant facts needed in an audit
situation.

Complete Auditability: EVOTE offers a large
number of standard reports that enable audits
over the entire life cycle of an election. In
addition, customer-specific reports may be
added at any time due to the flexible structure of
the logging system. All EVOTE components
including VRL and SKM use the logging and
auditing system, hence providing a seamless
and comprehensive audit trail.

Integration in  Access Concept: LGG
seamlessly integrates into a role-based access
concept ensuring that users can only access
information where they are authorized to do so.

Re-use: LGG is a .net dll assembly with defined
and documented interfaces as well as standard
reports that may be used by any other
application that can access .net assemblies.
LGG also works with its own separate database,
which makes it easily separable from EVOTE.

Since some dimensions of the LGG data
warehouse structure can be redefined, the
system may adapt to a wide variety of
applications and also integrate in their respective
access concept.
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All loggings according to the log levels specified.
Logging level 1:
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Intrusion Detection Cockpit (IDC)

The cockpit enables system administration
staff to constantly monitor EVOTE activity,
particularly during an ongoing election. All
voting sessions are tracked by LGG and each
request from a voting client is checked for

@& Consistency with the voting process;
& Timeouts;
< Malicious content

and a large number of other potentially
malicious activities. Also the data integrity of
the EVOTE database is consistently checked.
Any suspicious activity causes an alarm in the
Logging and Audit System LGG.

Furthermore, (innocent) system malfunctions
(e.g. a database problem) cause alarms in the
Cockpit. alerting administration staff
immediately. The principles are:

@ Constant monitoring of all components;

& Process oriented threat pattern recognition;
& Automatic threat classification;

& Additional information for locating the issue;

& |[mmediate administrator notification.
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System activities are not just scanned “as such”,
but assessed in a process context, where previous
communications from the same communication
partner are taken into account in the analysis.
Thereby also complex threat patters can be
recognized.

With its high level of automated surveillance and
threat classification the Intrusion Detection
Cockpit is designed to assist system administrators
in monitoring EVOTE. Administration thereby
maintains a high-level and comprehensive “big
picture” overview of system activity during an
election.

At the same time, administrators may “drill down”
into each alert and obtain more detailed
information on the nature and source of the alert
enabling them to effectively respond to the issue.

The IDC covers all application components of
EVOTE and ideally supplements an infrastructure-
based intrusion detection system.
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